MILLER
KAPLAN

August 4, 2022

Stephen W, Hannah

Director, City Support Services
City of Palos Verdes Estates
340 Palos Verdes Drive West
Palos Verdes Estates, CA 90274

Re: Engagement
Dear Mr. Hannah;

We thank you for selecting Miller Kaplan Arase LLP (“we” or “Miller Kaplan), to perform certain
security management-related services for City of Palos Verdes Estates (“you” or “Client”). We are
delighted to have the opportunity to work with you. In this engagement letter (“Agreement”), we
describe the services that we will provide, the basis upon which we will provide and bill for such
services and other terms of our engagement.

1) Services.

a) All work to be performed under this Agreement (the “Services”) shall be documented in one or
more separate Statements of Work (each a “SOW”), executed by both parties which state the
project scope and requirements, deliverables, a tentative schedule, and fees. Each SOW shall
become a part of this Agreement, and the terms and conditions hereof shall (i} apply to each
SOW, (i) govern in the event of inconsistencies and (i) apply in the event the parties fail to
execute a SOW with respect to any Services. When Services under a SOW are ordered by a
Client affiliate, the references to Client in this Agreement shall be deemed to mean the
applicable Client affiliate. It is acknowledged that as the Services progress, modifications to
the scope or nature of such Services may be required. Such modifications may only be
accomplished by a written amendment to the applicable SOW negotiated in good faith and
signed by both parties (a “Change Order”). If the parties do not reach agreement on a
proposed Change Order within twenty (20) days, then MILLER KAPLAN may, at its discretion,
stop work until a Change Order is agreed upon and fully signed.

b) Upon full and final payment (“Full Payment”) for all invoices relating to Services and any
deliverables required by any SOW under this Agreement (the “Deliverables”), Client will have
the right to use all Deliverables for their intended internal use, but shall be subject to such
restrictions hereunder which are in place to protect those portions thereof which incorporate
MILLER KAPLAN'’s standard policies and similar materials which may be licensed under a
SOW or otherwise included (including, without limitation, information security policies and
procedures, training materials, incident response plans, and business continuity plans) 8
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(collectively, the “Licensed Materials”) or other MILLER KAPLAN Pre-Existing IP (as defined
below).

As part of performing the Services, MILLER KAPLAN may utilize proprietary works of
authorship, pre-existing or otherwise, including without limitation the Licensed Materials,
computer programs, methodologies, practices, templates, Howcharts, tools, specifications,
drawings, models, samples, records and documentation, as well as copyrights, trademarks,
service marks, ideas, concepts, know-how, techniques, knowledge or data, and any
derivatives thereof, which have been originated, developed or purchased by MILLER KAPLAN,

- an affiliate of MILLER KAPLAN, or by third parties under contract to MILLER KAPLAN or an

d}

affiliate (collectively, the “MILLER KAPLAN Pre-Existing Materials™). MILLER KAPLAN shall
retain ownership of all MILLER KAPLAN Pre-Existing Materials, provided that to the extent that
a Deliverable incorporates or requires the use of MILLER KAPLAN Pre-Existing Materials,
subject to Full Payment, MILLER KAPLAN hereby grants to Client a perpetual, irrevocable,
non-exclusive, worldwide, royalty-free, fully paid up license to use the MILLER KAPLAN Pre-
Existing Materials with the Deliverable for Client's and Client's affiliates’ internal business
activities to the extent necessary to fully use the Deliverable as intended.

Client acknowledges that as MILLER KAPLAN serves a variety of clients, MILLER KAPLAN
(including, for the avoidance of doubt, any subcontractors) shall be free to use, disclose, and
employ any generalized ideas, concepts, know-how, methods, techniques, expertise or skills
gained or learned during the course of any Services, and may perform similar services for third
parties using the same personnel used for rendering Services hereunder, subject to MILLER
KAPLAN obligations respecting Confidential Information pursuant to Section 3 below.

2} Payment.

a)

b)

The total amount paid to MILLER KAPLAN by Client during the term of any SOW shall be
based on time and materials and Client agrees to pay MILLER KAPLAN at the rate(s) specified
in the SOW. The rates do hot include taxes, levies, duties, governmental charges or expensas,
which will be paid by Client if any are required to be paid, excluding any taxes based on
MILLER KAPLAN income.

Unless otherwise set forth in a SOW, Client shall be responsible for all daily transportation
costs and pre-approved out of town travel eXxpenses that may be incurred by MILLER KAPLAN
in connection with the Services and shall reimburse MILLER KAPLAN, as may be arranged in
advance by the parties.

Unless otherwise agreed to in a Statement of Work, a retainer payment equal to fifty (50%) of
the flat fee compensation or other estimated total shown on the SOW for the Setvices shall be
invoiced upon execution of any SOW and payable prior to the initial kick-off meeting with Client.
The remaining balance shall be payable upon delivery of the fihal Dellverables and/or
presentation to the Client in accordance with the SOW. In addition, MILLER KAPLAN shall
invoice Client each month for any amounts that may become due for any additional Services
performed on a time and materials basis and expenses incurred during the previous month
and any retainer balances will be applied to the final invoice. Client shall make payment of all
retainers, fees, expenses and other sume owing to MILLER KAPLAN hereunder within thirty
(30) business days following receipt of Invoice unless otherwise specified in a Statement of
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Work. A finance charge of 1.5% per month may accrue and be payable on any overdue
amount, provided that in no event will the charge be greater than permitted by applicable law.
in the event that MILLER KAPLAN is required to file an action to collect any late payment or
assessed monthly service charge, Client will be required to pay for all costs of collection,
including without limitation ail filing fess, third party expenses and attorneys’ fees incurred for
MILLER KAPLAN's efforts in collecting such amounts.

3} Confidential Information.

a)

Each party (each a “Discloser”) expressly undertakes to retain in confidence and not to disclose
to any third party all non-public, confidential, and proprietary information, data, and know-how
transmitted to the other party (each a “Recipient”) by Discloser (“Confidential Information”), All
Confidential Information shall be identified by Discloser as follows: (a) if in written or other
tangible form, prominently marked as "Proprietary” or “Confidential” or (b) if disclosed orally or
by demonstration, identified as proprietary or confidential within twenty-four (24) hours of such
disclosure, Recipient will make no use of such Confidential Information except to the extent
necessary under the terms and during the existence of this Agreement and/or as may be
approved in writing by Discloser. These obligations shall survive any termination or expiration
of this Agreement. The parties acknowledge and agree that any intellectual property of either
party contained in any Deliverable shall be deemed Confidential Information, including, without
limitation, the Licensed Materials and any other MILLER KAPLAN Pre-Existing Materials.
Client agrees that in the svent that it must share any Dellverables including MILLER KAPLAN’s
Confidential Information (e.g., a final report which incorporates MILLER KAPLAN'’s Licensed
Materials) with any auditor, government entity, or third party requiring review of such.
Deliverables as part of a contemplated transaction (e.g., M&A, financing, or services
engagement by a client of Client), it shall consult with MILLER KAPLAN in advance to ensure
that any such MILLER KAPLAN Confidential Information is properly redacted or otherwise
protected, as appropriate for the applicable third party recipient. For the avoidance of doubit,
Client shall not otherwise share any Licensed Materials or other Delivetables Including MILLER
KAPLAN'’s Confidsntial Information with any third party without MILLER KAPLAN’s prior written
consent.

Recipient will take all commercially reasonable steps to have its employees, subcontractors,
representatives and agents who may require access to Confidential Information comply with
the provisions in this Section. Confidential Information shall not include information that: (i) is
generally available to the public at the time of disclosure or thereafter (other than as a result
of a breach hereof); (i) was independently developed (without reliance on protected
information received hereunder or otherwise in violation hereof) or acquired (provided such
source was hot bound by a confidentiality obligation owed to Discloser) by Recipient; or (jii)
Discloser previously agreed in writing could be used and disclosed by the Recipient without
restriction. In no event shall Recipient be prevented from complying with any applicable laws
or regulations, judicial or governmental order, or other legal requirement that compels
disclosure of any Confidential Information, solely to the extent and for the purposes of such
required disclosure, provided that, axcept when prohibited by such order or other legal
requirement, Recipient shall promptly notify Discloser to afford the Discloser the opportunity to
seek a protective order relating to such disclosure.
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c) Atthe request of Discloser, subject o MILLER KAPLAN's right to retain a reasonable number

of copies of each Deliverable for its records to be used as evidence of its performance of
services and/or deliverables or for other reasonable use in accordance with MILLER
KAPLAN's customary practice (it being understood that such use shall be subject to the
obligations hereunder respecting any Confidential Information of Client contained therein), ail
copies of any Confidential Information contained in any computer memory or data storage
apparatus shall be erased or destroyed, and all copies of Confidential Information in fangible
form shall be returned to Discloser or destroyed (at Discloser's option). At Discloser's request,
Recipient shall certify in writing to such erasure or destruction of Confidential Information.
Subject to any eatlier request from Client regarding destruction or return of Confidential
Information and MILLER KAPLAN's right to retain copies of Deliverables as described above,
all Client files containing Confidential Information will be retained and disposed of in
compliance with MILLER KAPLAN’s retention policy in effect from time to time. Subject to
future changes, current policy is not to retain confidential client files for more than five (5) years
from the date the last engagement is concluded or the last bill has been sent. After such time,
MILLER KAPLAN may destroy such files unless it has received a written request from the client
requesting such files be retained. Notwithstanding anything otherwise to the contrary in the
Agreement, a party shall not be obligated to erase Confidential Information that is contained in
an archived computer system backup made in accordance with such party's security and/or
disaster recovery procedures provided that such archived copy will (i) eventually be erased or
destroyed in the ordinary course of such party’s data processing procedures: and (i) such copy
shall remain fully subject to the obligations of confidentiality stated in this Agreement, until the
earlier of the erasure or destruction of such copy, or the expiration of such confidentiality
obligations.

4) Access and Cooperation.

a) Subject to all applicable Client access and security requirements, Client agrees to provide the

b)

c)

relevant MILLER KAPLAN employees and subcontractors with access to its facilities,
personnel, computer hardware and other devices, media, data and systems as necessary to
permit MILLER KAPLAN perform the Setvices, including, for engagements where onsite
sefvice is required, complimentary or reimbursed parking, WiFi, and access to temporary
working space if required. So that MILLER KAPLAN may fully perform the Services on a timely
basis, Client shall (i) provide such information as may be reasonably requested by MILLER
KAPLAN and keep MILLER KAPLAN informed of any updates thereto, (ii) use good faith efforts
to timely schedule all meetings, deliver materials, and minimize delays, (iii) facilitate the
participation by all personnel in activities such as interviews, training sessions, and meetings,
and (iv) maintain regular communication with MILLER KAPLAN regarding the Services.

When necessary, Client will provide MILLER KAPLAN with the properly licensed and versioned
software of Client necessary to complete the Services and such software and upon Client’s
request, all copies thereof shall be removed from all MILLER KAPLAN systems and returned
to Client upon completion of the applicable Services.

Client acknowledges that MILLER KAPLAN may elect to use subcontractors to perform
Services at its discretion, and may discount payments to such subcontractors.

8) Term and Termination.
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6)

7)

a) This Agreement shall be effective as of the date of this letter, and shall continue for so long as
MILLER KAPLAN performs Services for Client, unless sooner terminated by either party: (i) for
any reason upon thirty (30) days written notice to the other party; (ii) for cause in the event of
any material breach by the other party that is not cured within fifteen (15) days (or other such
period as agreed upon between the parties) of receipt of written notice from the terminating
party; or (iii) immediately if the other party terminates or suspends its business, becomes
insolvent, makes or permits any assignment for the benefit of creditors, or a receiver or similar
officer is appointed to take charge of all or part of its property. The confidentiality provisions of
the agreement last for 3 years beyond the termination of the agreement.

b) Within five (5) business days of termination of this Agreement for any reason, Client shall pay
MILLER KAPLAN for all Services rendered and accrued, or otherwise guaranteed per the
terms of any SOW, prior to the date of termination, together with any outstanding expense
reimbursement. For “time and materials” services, Client shall pay the full amount of all
outstanding invoices {together with all unbilled accrued fees, expenses and other sums relating
to the work) without setoff. For fixed fee services, MILLER KAPLAN shall be entitled a pro rata
payment for Services in progress based on the percentage of work then completed as
reasonably determined by MILLER KAPLAN plus reimbursement of all incurred costs without
setoff.

Non-Solicitation. Client acknowledges that MILLER KAPLAN provides a valuable service by
Identifying and assigning personnel (including, without limitation, any subcontractor or employee
of MILLER KAPLAN or any subcontractor, “MILLER KAPLAN Personnel”) to perform Services and
that Client would receive substantial additional value, and MILLER KAPLAN would be deprived of
the benefits of its work force, if Client were to hire MILLER KAPLAN Personnel. Accordingly,
without the prior written consent of MILLER KAPLAN, Client shall not recruit or hire any MILLER
KAPLAN Personnel assigned to perform Services at any time until two (2) years after the
termination of this Agreement. In the event that Client breaches such obligation, Client shall pay
MILLER KAPLAN as liquidated damages an amount equal to 2 years of the employee’s
compensation. The parties agree that the foregoing provision is governed by subdivision (b) of
Section 1671 of the California Civil Code and that such provision is reasonable under the
circumstances existing at the time this Agreement is being made. ‘

Limited Liability.

a) IN NO EVENT SHALL EITHER PARTY BE LIABLE FOR ANY SPECIAL, INDIRECT,
INCIDENTAL OR CONSEQUENTIAL DAMAGES, INCLUDING, BUT NOT LIMITED TO,
LOSS OF DATA, LOSS OF REVENUES AND LOSS OF PROFITS, HOWEVER CAUSED
AND ON ANY THEORY OF LIABILITY ARISING IN ANY WAY OUT OF THIS AG REEMENT,
EVEN IF SUCH PARTY HAS BEEN ADVISED QF THE POSSIBILITY OF SUCH DAMAGES.
EACH PARTY ACKNOWLEDGES THAT THE PRICES, RATES, AND CHARGES
CONTEMPLATE THE FOREGOING ALLOCATION OF RISKS.

b) OTHER THAN AS REQUIRED BY LAW, EACH PARTY’S TOTAL LIABILITY TO THE
OTHER FOR ANY AND ALL CLAIMS RELATING TO OR ARISING UNDER A PARTICULAR
SOW SHALL BE LIMITED TO THE CHARGE FOR SERVICES AS INCURRED UNDER THE
APPLICABLE SOW DURING THE IMMEDIATELY PRECEDING 12 MONTH PERIOD.
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8) Warranties.

a) GENERAL WARRANTY: EACH PARTY REPRESENTS AND WARRANTS THAT: nIT
HAS ALL REQUISITE POWER AND AUTHORITY TO EXECUTE, DELIVER AND PERFORM
THIS AGREEMENT; (Il) IT HOLDS ALL LICENSES, PERMITS AND OTHER REQUIRED
AUTHORIZATIONS NECESSARY, IF ANY, TO FULFILL ITS RESPECTIVE OBLIGATIONS
UNDER THIS AGREEMENT; (Ill) IT MATERIALLY COMPLIES AT ALL TIMES DURING THE
TERM OF THIS AGREEMENT WITH ANY APPLICABLE LAWS IN CONNECTION WITH ITS
BUSINESS OPERATIONS AND ITS PERFORMANCE HEREUNDER; (IV) NEITHER THE
EXECUTION OF THIS AGREEMENT NOR THE LICENSING OR GRANTING OF ANY
RIGHTS VIOLATE OR WILL VIOLATE ANY CONTRACTUAL OBLIGATIONS THAT THE
PARTY HAS TO ANY THIRD PARTY; AND (V) THERE ARE NO ACTIONS, SUITS, OR
PROCEEDINGS, PENDING OR THREATENED, WHICH WILL HAVE A MATERIAL
ADVERSE EFFECT ON THE PARTY’S ABILITY TO FULFILL ITS OBLIGATIONS UNDER
THIS AGREEMENT.

b) SERVICES WARRANTY: ALL SERVICES AS PROVIDED HEREIN SHALL BE
PERFORMED IN A PROFESSIONAL MANNER AND SUBSTANTIALLY IN ACCORDANCE
WITH THE SPECIFICATIONS, REQUIREMENTS AND WORK PRODUCT DESCRIPTIONS
PROVIDED IN THE APPLICABLE SOW. IF CLIENT NOTIFIES MILLER KAPLAN OF ANY
FAILURE TO MEET THE FOREGOING WARRANTY WITHIN THIRTY (30) DAYS FROM
THE DATE THE APPLICABLE SERVICES ARE COMPLETED, MILLER KAPLAN WILL RE-
PERFORM SUCH SERVICES AT NO ADDITIONAL CHARGE TO CLIENT, PROVIDED
SUCH FAILURE IS DUE TO THE FAULT OF MILLER KAPLAN. THIS WARRANTY RUNS
SOLELY TO CLIENT AND ITS AFFILIATES. EXCEPT TO THE EXTENT OTHERWISE
EXPRESSLY SET FORTH IN A SOW, MILLER KAPLAN'S SOLE AND EXCLUSIVE
WARRANTY, LIABILITY, AND OBLIGATION, AND CLIENT’S EXCLUSIVE REMEDY FOR
BREACH OF WARRANTY WITH RESPECT TO THE SERVICES PROVIDED, IS MILLER
KAPLAN’S RE-PERFORMANCE OF SERVICES.

¢) WARBANTY DISCLAIMER: MILLER KAPLAN DISCLAIMS ALL OTHER WARRANTIES,
EXPRESS, IMPLIED OR STATUTORY, INCLUDING ANY WARRANTY FOR
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR INFRINGEMENT
WITH RESPECT TO THE SERVICES OR MATERIALS FURNISHED HEREUNDER. CLIENT
AGREES THAT ANY DELIVERABLES OR SOFTWARE MAY NOT BE ERROR-FREE AND
CLIENT IS SOLELY RESPONSIBLE FOR THE BACKUP OF ALL SYSTEMS, DATA AND
SOFTWARE. CLIENT UNDERSTANDS THAT (I) MANAGING CLIENT'S OWN SECURITY
AND EMPLOYEES IS ITS RESPONSIBILITY, () INFORMATION TECHNOLOGY
SYSTEMS CONTAIN VULNERABILITIES WHICH CYBER-CRIMINALS SEEK TO IDENTIFY
AND EXPLOIT, AND NO ONE CAN FULLY ANTICIPATE FUTURE EVENTS THAT MIGHT
IMPROPERLY DISCLOSE, MODIFY, RENDER UNAVAILABLE OR OTHERWISE
ADVERSELY AFFECT CRITICAL INFORMATION ASSETS, AND (M) MILLER KAPLAN
CANNOT WARRANT THAT FINAL RESULTS WILL BE CONSISTENT WITH ANY
ESTIMATES, PREDICTIONS, OR EXPECTATIONS, SINCE THE ULTIMATE OUTCOME IS
OUTSIDE MILLER KAPLAN'S CONTROL. MILLER KAPLAN DOES NOT MAKE ANY
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d)

REPRESENTATION OR WARRANTY AS TO ANY THIRD-PARTY SOFT WARE,
HARDWARE, EQUIPMENT OR SUPPLIES FURNISHED TO OR PROCURED FOR CLIENT.
VULNERABILITY TESTING: IN CONNECTION WITH ANY NETWORK PROBES, SCANS,
PENETRATION TESTING, AND OTHER VULNERABILITY TESTING AS MAY BE PART OF
THE SERVICES UNDER ANY SOW, CLIENT HEREBY AUTHORIZES MILLER KAPLAN TO
CONDUCT SUCH ACTIVITES AND REPRESENTS AND WARRANTS THAT CLIENT IS
THE RIGHTFUL LEGAL HOLDER OF ANY IP-BLOCKS CLIENT INSTRUCTS MILLER
KAPLAN TO PROBE, ANALYZE OR PENETRATE AND HAS THE AUTHORITY TO GRANT
MILLER KAPLAN SUCH RIGHT. CLIENT AGREES TO INDEMNIFY MILLER KAPLAN FOR
ANY AND ALL CLAIMS, INCLUDING, WITHOUT LIMITATION, ATTORNEY FEES AND
EXPENSES, ARISING FROM SUCH ACTIVITIES IN THE EVENT THAT SUCH AUTHORITY
IS LEGALLY CHALLENGED, WHETHER OR NOT SUCCESSFUL.

9) Relationship of Parties. MILLER KAPLAN is an independent contractor for Client. Nothing in

this

Agreement shall be construed as creating an employer-employes relationship, a partnership

or joint venture between the parties. MILLER KAPLAN shall determine the method and manner
of performing Services, which shall be performed at MILLER KAPLAN's facilities or customary
locations, or at such other locations as may be agreed by the parties.

10) Miscellaneous.

a)

b)

This Agresment, together with the SOWSs, represents the entire Agreement between the
parties for the Services set forth herein and supersedes all prior agreements, oral or written,
with respect to the subject matter hereof. The terms and conditions of this Agreement may
be waived, modified or supplemented only in writing by duly authorized representatives of
both parties, and preprinted terms on any Client purchase order or acknowledgement shall
not apply. Any waiver shall be effective only in the specific instance for which given. In the
event that there is a conflict between the terms and conditions of this Agreement and a SOW,
the provisions of this Agreement shall prevail. This Agreement and any SOW may be
executed in multiple counterparts and delivered by e-mail transmission, each of which shall
constitute an original and ail of which together shall constitute one instrument. Those
provisions of this Agresment which by their nature survive termination or expiration of an
agreement shall survive the termination or expiration of this Agreement.

It is our policy to retain engagement documentation for a period of seven years, after which
time we will commence the process of destroying the contents of our engagement files, To
the extent we accumulate any of your original records during the engagement, those
documents will be returned to you promptly upon completion of the engagement, and you wil
provide us with a receipt for the return of such records. The balance of our engagement file
is our property, and we will provide copies of such documents at our discretion, unless
required by law, and if compensated for any time and costs associated with the effort.

In the interest of facilitating our services to your company, we may send data over the Internet,
store electronic data via computer software applications hosted remotely on the Internet, or
allow access to data through third-party vendors’ secured portals or clouds. Electronic data
that is confidential to your company may be transmitted or stored using these methods. We
may use third-party service providers to store or transmit this data. In using these data
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d)

f)

communication and storage methods, our firm employs measures designed to maintain data
security. We use reasonable efforts to keep such communications and data access secure in
accordance with our obligations under applicable laws and professional standards. We also
require all of our third-party vendors to do the same. You recognize and accept that we have
no control over the unauthorized interception or breach of any communications or data once
it has been sent or has been subject to unauthorized access, notwithstanding all reasonable
security measures employed by us or our third-party vendors. You consent to our use of these
electronic devices and applications and submission of confidential client information to third-
party service providers during this engagement.

Neither party shall assign this Agreement nor any SOW in whole or in part without the other
party’s prior written consent, except with notice to the other party in connection with any
merger or sale of a substantial portion of the assigning party’s assets or a majority of its voting
stock. This Agreement shall bind and inure to the benefit of the parties of their respective
permitted SUCCEssors and assigns.

If any provision of this Agreement is deemed invalid or unenforceable, the remainder will
continue to apply, and the invalid or unenforceable provision wili be considered modified so
that it is valid and enforceable to the maximum extent permitted by law.

Neither party shall be considered in default hereundet if due to a natural disaster,
governmental action, technical failure, or any other cause beyond its reasonable control
(“Force Majeure”), provided the party not affected by the Force Majeure shall have the tight
to terminate this Agreement without penalty if the affected party is unable to resume full
performance within thirty (30) business days of occurrence of the Force Majsure event.

Any notice required or permitted hereunder will be deemed to have been duly given if in writing
and delivered personally or mailed by registered or certified mail, postage prepaid or if sent
by personal or overnight courier, or if given by email and non-automated confirmation of
receipt is obtained from the intended recipient. Notice to Client shall be sent to Client's
address set forth above, Attention: City Manager _ Notices to Miller Kaplan shall be sent to
4123 Lankershim Blvd., North Hollywood, CA 91602, Attention: Stephen Ozen.

11) Dispute Resolution/Governing Law. The parties agree to engage in frequent and open
communication to avoid disappointments and misunderstandings. Should a dispute arise which
the parties are unable to mutually resolve, each party agrees to the following procedure and hereby
waives its rights to resolve disputes by jury trial or other court proceedings:

a)

Mediation. You agree that any dispute that may arise tegarding the meaning, performance
or enforcement of this engagement will, prior to resorting to litigation, be submitted to
mediation, and that the parties will engage in the mediation process in good faith once a
written request to mediate has been given by any party to the engagement. Any mediation
initiated as a result of this engagement shall be administered within the county of Los Angeles,
CA, by American Arbitration Association (“AAA”), according to its mediation rules, and any
ensuing litigation shall be conducted within said county, according to California law. The
results of any such mediation shall be binding only upon agreement of each party to be bound.
The costs of any mediation proceeding shall be shared equally by the participating parties.
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b) Arbitration. Any claim or controversy arising out of or relating to this Agreement that is not

resolved by mediation shall be determined by final and binding arbitration held in Los Angeles,
California in accordance with the Commercial Arbitration Rules of the AAA before an arbitrator
mutually approved by the parties, provided that if the parties are unable to agree on an
arbitrator within fifteen (15) days, the arbitrator shall be appointed by AAA. The parties shall
maintain the confidential nature of the arbitration proceeding and the award and all records
relating thereto shall be permanently sealed, except as may be necessary to obtain court
confirmation of the arbitration award or as otherwise required by law or judicial decision. The
arbitration award shall be enforceabls in any court of competent jurisdiction.

Costs. Mediator and arbitrator fees and expenses shall be borne equally by the parties,
provided that the prevailing party shall be entitled to an award of its costs and expenses,
including, but not limited to, reasonable attorneys’ fees and mediation/arbitration costs.

d) Equitable Relief. Nothing herein shall prevent either party from seeking injunctive relief or

other equitable remedy from any court having jurisdiction over the parties and the subject
matter of the dispute in the event of any breach or threatened breach of Section 3, with both
parties acknowledging that a monetary remedy would be inadequate, impracticable and
extremely difficult to prove, and that such breach or threatened breach would cause the othar
party irrevocable harm.

Governing Law. This Agreement shall be governed by the internal laws of the State of California

applicable to agreements entered into and wholly petformed in California without regard to its conflicts
of laws rules.

Please feel free to discuss any of the above with us. Otherwise, please Indicate your approval and
agreement to the terms of our engagement by executing this Agreement below and returning the
signed document in its entirety,

Sincerely,

MILLER KAPLAN ARASE LLP

AGREED AND ACCEPTED AS OF THE DATE BELOW

City of Palos Verdes Estates

a [0 Corporation X Municipality
(state) (entity)
By: /L f /
Mark Prestwich
Name:
Title: City Manager
Date: L2 (("{/7'07—7-
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STATEMENT OF WORK

Date: August 4, 2022

Prepared for: Stephen Mannah

Proj

City of Palos Verdes Estates

ect Name: Virtual Chief Information Security Officer (vCISO) Services
Annual Assessment and Qualys Scanning

TRADE SECRET — PROPRIETARY AND CONFIDENTIAL

This document contains trade secrets and proprietary data owned by Miller Kaplan Arase LLP (Miller
Kaplan}. This material is privileged and STRICTLY CONFIDENTIAL, It is being made available to City of
Palos Verdes Estates for its internal use only, This document may not be shared with any third parties
without the express written consent of Miller Kaplan.

This Statement of Work by and between Miller Kaplan and City of Palos Verdes Estates incorporates by

reference all the terms and conditions of the Client Engagement Agreement by and between the parties
dated August 4, 2022,

SUMMARY OF ENGAGEMENT

The City of Palos Verdes Estates has requested Miller Kaplan's assistance in supporting its
Information Security Management Program and ensuring that its IT Vendor is meeting the

requi

Irements of this Information Security Management Program.

In order to achieve this goal, Miller Kaplan will provide the following services:

1.

Security Management Program.
Provide initial and ongoing vulnerability scanning of the City of Palos Verdes Estates’
systems for one year.

Provide a gap analysis against the current policies and standards.

Provide ongoing Virtual Chief Information Security Officer (vCISQ) Services.

Los Angeles / San Francisco / Seattie / Las Vegas / Denver / Sun Valiey, D

Assess the City of Palos Verdes Estates against our most current version of their Information
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TRADE SECRET ~ PROPRIETARY AND CONFIDENTIAL

Annual Assessment

Information Security Management Review (Section 2 - 6): Miller Kaplan will mest with City of Palos
Verdes Estates’ management to:

1. Provide the most current version of Information Security Management Policies and
Reference Standards

Perform a Leadership Team review

Perform a Governance review

Review vendor 3"-party security management

Conduct “Gap Analysis” of Sections 2 — 8, Group 1 (priority 1)

UR N

Network Security Management Review (Section 7): Miller Kaplan will meet with City of Palos
Verdes Estates’ IT Vendor and City management to: -

1. |dentify and document IT management's general information security management practices

2. Document any gaps between IT management’s information security management practices
and the standards in our Information Security Management Policies and Standards

3. Support evolution of an Information security culture in IT based on formal information security
management standards

Security Vulnerability Review' of the IT Network Infrastructure: Willer Kaplan will conduct a
vulnerability scan of City of Palos Verdes Estates’ internal IT network and an external vulnerability
scan of up to 5 extemal IP addresses. We will review the scans with IT management, incorporating
the results into our Findings and Recommendations.

Virtual Chief Information Security Officer (vCISO) Management Services

Miller Kaplan will provide Virfual Chief Information Security Officer (vCISO) Services to the City of
Palos Verdes Estates in support of its Information Security Management Program. In doing so we will
work with and support City of Palos Verdes Estates’ Information Security Manager and Information
Security Management Leadership Team.

1. Support the City of Palos Verdes Estates in implementing any necessary remediations

2. Support the City of Palos Verdes Estates in implementing its Information Security
Management Policies and Standards

3. Provide information security subject matter expertise, guidance, direction and leadership
to the City of Palos Verdes Estates

4. Provide IT security management subject matter expertise to IT personnel in support of
securing the City of Palos Verdes Estates’ IT network

5. Provide vulnerability scanning as part of the vCISO engagement

6. Provide Project Management support to the City of Palos Verdes Estates as it implements
its information security program

7. Provide other information security management services as described below

* Qualys vulnerability scans are a part of the vCISO engagement.
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PRICING FOR vCISO SERVICES
We are pleased to offer our discounted prices:

BOIVICO.... ittt n e ne st s eeeer e s e semssnmeoe e seaen e Fixed Price
vCISO Monthly Ser\llces$2,000
Annual Assessment (Section 2 — 7) v e e n s ns 94,950
Annual Qualys Scanning SUBSCHPHON w..vvv.veeeeeeeeeeeeeoooo $4,950

Our Annual Qualys Scanning Subsecription includes continually updated vulnerability scans with
repotrts sent as frequently as once a week.

Any services outside of the scope of this statement of work are billed monthly on a time and materials
basis at our current rates.

Current rates are:

MANAGEMENL......oecesese s e e srasesereseresemsrssecsseseseeas Current Rate
David Lam, CISSP, CIPP / Parner & CISO ... $450 per hour
Kimberly Pease, CISSP / Director of Information Security ........... $350 per hour
Stan Stahl, Ph.D. P e $400 POF hOUF

Rates for other Miller Kaplan information security staff range from $150 - $450 per hour.

Project management support is billed at $150 per hour.
Monthly Budgeting

Miller Kaplan anticipates at minimum a monthly meeting with the City of Palos Verdes Estates IT
Vendor, City Management and the Miller Kaplan team to assist it manage information security. We
expect this work to be done remotely.

Other expenditures will vary depending on the work to be done and the approval by City of Palos
Verdes Estates of budget.

Documenting Addiional Services

Miller Kaplan and City of Palos Verdes Estates will document via email change orders to this
Statement of Work to cover any requested additional setvices. Change orders will describe the work,
anticipated schedule, and estimated cost.

Price for Other Information Security Management Services

Other services delivered will be billed either at our T&M rate or at a fixed-price, as described in any
subsequent emaif work-orders. We will include the costs of these services in our monthly invoice.
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SCHEDULE

Following signing of this Statement of Work, we will schedule a Project Kick-Off Meeting with key
project personnel in both our firms. We would hope to schedule the Kick-Qff Meeting within 2 weeks
of signing the Statement of Work.

The actual schedule will depend largely on everyone's availability.

PROJECT MANAGEMENT AND COORDINATION

Primary Contact:.......couvccnieeeceeecoseece oo David Lam, CISSP
Project Manager:............c.ccvvveeonmuneceeeeeseersennnnnnnnn Jonniter Cruz

City of Palos Verdes Estates Primary Contact:........Stephen Hannah
DURATION

This Statement of Work covers the 12-month period commencing on the date this agreement is
accepted by you. It will automatically renew unless cancelled via email or other correspondence.

PAYMENT TERMS

Miller Kaplan will invoice you monthly for hours billed in the previous month and for any other costs,
as described in subsequent work orders. Invoices are due and payable upon receipt.

OTHER TERMS AND CONDITIONS
The above price does not include parking, travel or other related expenses.

We expect clients to pay for parking. We reserve the right to bill travel by car at current IRS rates., We
do not anticipate any other travel or incidental expenses, except as indicated below. Should any be
required we will coordinate this with you ahead of time. We will bill you separately for any such costs.

Should we travel on behalf of a client, we expect the client to pay all reasonable travel expenses,
including such expenses as airfare, ground transportation, airport parking, food and hotels. We will
coordinate trave! with you, collectively endeavoring to schedule in-person meetings so as to be mindful
of travel expenses. We will bill you separately for travel expenses.

Miller Kaplan's obligation to accept this Statement of Work at the terms desctibed herein expires 30
days after the date of this Statement of Work.
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City of Palos Verdes Estates
APPROVAL TO PROGEED

Please indicate your approval to proceed by signing below, returning a copy, including all pages, to

Miller Kaplan at kpease @ millerkapian.com.

By: /Z‘f('/f

Name: Mark Prestwich

. City Manager
Title: v J

Date: (Z/f ‘//3022«




