Attachment

CITADEL

INFORMATION GROUP, [NC,

July 8, 2019

Ms. Carolynn Petru

Interim City Manager

City of Palos Verdes Estates
340 Palos Verdes Dr West
Palos Verdes Estates, CA 80274

Re: Letter of Agreement re Engagement

Dear Ms. Petru:

1.

We are delighted to have the opportunity to work with you. On behalf of Citade!
Information Group, Inc. we thank you for selecting our firm to assist City of Palos Verdes
Estates manage security of your critical information assets. In this letter of agreement
(“Agreement”), City of Palos Verdes Estates is referred to as “you” or “Client.”

Scope of Services Provided. The services we perform will be documented in separate
Statements of Work. Statements of Work will document project plans we undertake with
you and on your behalf to secure your critical information assets. Statements of Work will
state the project scope and requirements, project deliverables, a tentative project schedule,
and anticipated project fees. However, you should understand that such project plans are
by their nature, merely our good faith judgments based upon facts and circumstances
known at the time of plan preparation, which facts and circumstances may change. You
understand that in performing information security services on your behalf, we cannot and
do not warrant that results or final developments will be consistent with any estimates or
predictions we may make in these Statements of Work, since the ultimate outcome is
outside our control. Each Statement of Work or change to any Statement of Work (a
“Change Order” and together with the original Statement of Work, also a “Statement of
Work”) shall be dated, signed by Citadel and you, and attached to and become a part of this
Agreement.

For purposes of this Agreement, each Statement of Work relating to any services or
project and referencing this Agreement shall be deemed a separate agreement
incorporating all of the terms and conditions of this Agreement;

in the event, the parties fail to execute a Statement of Work with respect to any services
or project, the terms and conditions of this Agreement shall govern.

Our Commitment to You.

Our effort. We commit to apply our experience, training and energies in support of your
need to secure your critical information assets. Our goal is to provide you with information
security services of high value and quality.
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Communicate with you in a timely way. We know how important timely communication is
to you and we commit to provide it. We endeavor to promptly return your phone calls and
reply to your email inguiries. If your matter is urgent, please advise us so that we can make
a point of promptly replying.

Telf you the truth as we see it. We understand that you have not retained us to be “yes-
men,” but to tell you the truth about the security of your critical information assets. Thus,
we will tell the truth as we honestly see it — even if it is unpleasant to you or your staff.

Work with you to integrate our activities with your other non-security activities. We are
aware that, while the security of your critical information assets is very important to you,
you have goals and objectives that extend beyond the security of your critical information
assets. We commit to keeping you informed of our work, and to work with you so that our
activities do not disrupt your other business activities.

Treat you with respect. You are our client, and, as such, you deserve the utmost respect
from us, our staff, our associates and our contractors. If this courtesy is breached, we want
you to bring it to our attention immediately so that we can correct it.

Our Request to You.

Keep us informed about your business matters that may affect the work we do for you. In
order to properly assist you effectively secure your critical information assets, we need to
know about your business strategy, goals, objectives and plans, and we ask that you provide
us this information as we require it.

Work with us in a timely way on projects we undertake on your behalf. Schedule delays not
only hamper our ability to work with you to secure your critical information assets, but also
may increase your costs and impede our work with other clients. We understand that
critical business matters may interfere with your ability to work with us, but we ask that you
limit schedule delays to the greatest extent possible and that you notify us immediately
should a schedule delay become necessary.

Tell us how you feel. If you are satisfied with our work (which we hope and expect you will
be), please tell us. If, for some reason, you are not, you agree to tell us so that we may
discuss the matter with you and, we hope, resolve your dissatisfaction.

. Ask questions. If at any time you do not understand something that is, or is not, happening,
or that will be happening, please ask questions.

Use of Subcontractors. You agree that Citadel, at our discretion, may use subcontractors to
perform work under this Agreement and any Statements of Work executed pursuant to this
Agreement. You authorize us to use our professional judgment in the selection of such
subcontractors. You acknowledge that we have disclosed to you that we discount payments
to subcontractors.

Permission for Penetration Testing. You may authorize Citadel to conduct network probes,
scans and penetrations on your behalf as may be described in any Statements of Work
executed pursuant to this Agreement. You certify that you are the rightful legal holder of



City of Palos Verdes Estates
Letter of Agreement
Page 3

any IP-blocks you authorize us to probe, analyze or penetrate and that you have the legal
authority to grant us the right to probe, analyze and penetrate said IP-blocks. You agree to
indemnify Citadel for any and all claims, including, without limitation, attorney fees and
expenses, arising from our probing, analyzing, or penetrating said IP-blocks in the event that
your legal authority to grant us permission to probe, analyze and penetrate said IP-blocks is
legally challenged, whether or not any challenge is successful.

Payment for Services.

Payment for Services. Client shall pay for our work, either on a “time and materials” basis
or as a fixed fee, as identified in a statement of work. Client also shall pay for all pre-
approved out-of-pocket costs and expenses incurred by Citadel in performing the work. For
international work, Client shall order directly, and pay directly, all international airfare and
lodgings. If work is required or requested by Client which has not been specified in a
statement of work, Citadel and Client shall negotiate in good faith a Change Order, which
wili modify a statement of work and pricing. If the parties do not reach agreement on the
Change Order within twenty (20) days after written notice from either party to the other -
party, then Citadel may, at its discretion, stop work until a Change Order is agreed upon.

. Advance Deposit. Priorto commencing any engagement pursuant to a Statement of Work,
we will request an advance of approximately 50% or more of the estimated cost of the work
to be perfarmed, which amount must be paid before we can render any services on your
behalf. This advance will be drawn down by us in proportion to our estimate of the
remaining cost to complete a statement of work. If our services are completed or
terminated before this initial advance has been spent, we will repay you any unspent
amounts. We reserve the right to request that the advance be replenished within five (5)
business days after our request when the balance of the deposit remaining falis below fifty
percent (50%) of our estimated cost to complete a statement of work involved unless such
Statement of Work requires a higher baiance or when new work assignments are
undertaken by us on your behalf.

Time of Payment. Client shall pay all advances, fees, expenses and other sums owing to
Citadel hereunder, within ten {10) business days after receipt of written invoice unless
otherwise specified in a statement of work or herein. A charge of 1,5% per month may
accrue and be payable on any overdue amount payable by Client to Citadel hereunder.

. Disputed Invoices. Should Client dispute any invoice from Citadel, Client must notify Citadel
within ninety (90) days from the date of invoice of any such disputes. If no such noticeis
given to Citadel within this ninety (90) day period, Client agrees to accept invoice as
accurate and payable in full, in accordance with the terms of this Agreement.

Method of Performing Services.

Method of Performing Services. Citadel shall determine the method and detail of
performing the work; however, Client may exercise broad general power of supervision and
control over the results of work performed by Citadel, including the right to inspect, the
right to make suggestions or recommendations and to require that our personnel observe
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written security and safety policies of Client. Citadel shall perform all work in a
workmanlike manner. Client and Citadel shall develop appropriate administrative
procedures for coordination and communication among Citadel and Client personnel.
Citadel will accommodate work schedule requests to the extent reasonably practicable.

b. Place of Work. Citadel personnel will perform the work at our facilities and at other
locations identified by Client. Client will provide access to Client’s computer hardware,
media and data, and provide parking, working space, facilities, and any other services and
materials Citadel or its personnel may reasonably request in order to perform the work, all
the foregoing without cost to Citadel.

c. Project Completion. The work shall be deemed completed when the deliverables or
services {as applicable) specified in a statement of work have been furnished to Client.
Client agrees to act in good faith to accept the work if it substantially meets the
requirements of a statement of work, If Client reasonably believes that the work does not
substantially satisfy a statement of work requirements, Client shall notify Citadel in writing
of the specific deficiencies in a “Deficiency Notice” within five (5} business days after Citadel
provides written notice of its work completion, failing which the work shall be deemed
accepted (“Acceptance”), and Client shall make all payments as to said work not previously
paid. Citadel agrees to perform the work required to meet the requests of Client set out in
the Deficiency Notice, provided that these requests were specified in a statement of work.
If the requests were not specified in a statement of work, then Client shall pay for such
additional services on a “time and materials” basis or in accordance with the Change Order
procedure set forth in paragraphs 2 and 7(a).

d. Ownership. All equipment, licenses and maintenance equipment procured for or furnished
to Client by Citadel shall become the property of Client upon full payment of all invoices
relating to a statement of work, consistent with the normal terms of sale of each vendor.
Client’s rights and licenses with respect to third party software and any other materials
provided by Citadel that are subject to license and/or maintenance agreements shall be as
set forth in the pertinent purchase, license, shrink wrap, programming or maintenance
services agreements.

9. Certain Responsibilities of Client. Client is responsible for selecting an operator who is
quatified to operate any software deliverables (“Software”}. Client accepts sole
responsibility for the use of the Software in its business and operations. Title and liability for
loss or damage to equipment shall pass to Client upon delivery to Client’s location. Client is
responsible for ensuring a proper hardware and software environment and proper utilities
for the computer system on which the Software operates, including an uninterrupted power
supply. Citadel is not responsible for obsolescence of the Software that may result from
passage of time, technical developments or changes in Client’s requirements. Citadel
assumes no responsibility for the use of superseded, outdated, or uncorrected versions of
the Software, or for the equipment, licenses, maintenance or service agreements or
warranties of vendors.

10. Confidential Information.
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Non-Disclosure. Each party agrees not to use, disclose, sell, license, publish, reproduce or
otherwise make available the Confidential information of the other party except and only to
the extent necessary to perform under this Agreement. Each party shall secure and protect
the other party’s Confidential Information in a manner consistent with the maintenance of
the other party’s confidential and proprietary rights, and take appropriate action by
instruction or agreement with its employees, consultants or other agents who are
permitted access to the other party’s Confidential Information to satisfy its obligations
under this paragraph 10.

Confidential Information. For the purposes of this Agreement, a party’s Confidential
Information is defined as any information, technical data, or know-how, inciuding, but not
limited to, Trade Secrets, data, research, product plans, products, services, customers,
markets, processing know-how, designs, formulas, methodology, developmental or
experimental work, computer programs in source code or object code form, databases,
other original works of authorship, inventions, ideas, comments, whether verbal or written,
graphical, audio, video, multimedia, customer lists, business plans, financial information,
other subject matter pertaining to any business of a party or any of its affiliates, clients,
consultants, licensors or licensees or any other information not generally known or
available in the industry of the party that gives such party a competitive advantage over
others in the industry, or any other information related to that party’s business interests,
provided such information is identified as Confidential information at the time it is
communicated to the receiving party and, if delivered in paper or electronic form, is marked
or labeled as Confidential Information. Confidential Information also includes such
information, technical data, or know-how owned by a 3"-party that has authorized its
disclosure for the purposes defined herein. Confidential information shall not include
information that (i) is or becomes available to the public through no breach of this
Agreement; (ii) was previously known by the recipient without any obligation to the
disclosing party to hold it in confidence; (iii) is received from a third party who discloses
such information without breaching an obligation of confidentiality; or (iv) is independently
developed by the recipient without the use of Confidential information of the disclosing
party. The restrictions regarding Confidential Information in this paragraph 10 shall not
apply to Confidential information which is required by law or regulation to be disclosed, but
only to the extent and for the purposes of such required disclosure; or is disclosed in
response to a subpoena or an order of a court or other governmental body. In the latter
case, the recipient of the order shall take reasonable steps to first notify the other party of
the order to permit the other party to seek an appropriate protective order.

Citadel Deliverables. Except as identified on individual Statements of Work, all Citadel
deliverables, including, but not limited to, reports, recommendations, plans, policies,
checklists, procedures, software engineering documentation, etc., delivered by Citadel to
clients, whether in physical or digital form, pursuant to a Statement of Work, are and
remain the Confidential Information of Citadel. Client may not share in any form Citadel
deliverables, or derivatives created from them within five (5) years of the original
deliverable, with other organizations or entities except as approved in writing by Citadel.
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Citadel Services to Others. Citadel is engaged in the business, among others, of providing
information security services and other services to a variety of customers, and nothing in
this Agreement shall prevent Citadel from using its and its personnel’s’ skills in pursuing
such business with or providing such services to any other customer on any other terms,
whether or not similar to those provided under this Agreement. Citadel shall be free to use
and disclose in such business pursuits any security, infrastructure, network, data-processing
or information-processing techniques or other information, technigues, concepts, or ideas
embodied in the work furnished hereunder or otherwise developed or learned by Citadel in
the course of providing the work, all of which shall be the exclusive property of Citadel.

Absence of Warranty; Limited Liability; Damages and Remedies Limited.

You acknowledge that managing the security of your critical information assets is your
responsibility. We provide our information security services to you so that you may
prudently mitigate risk to your critical information assets consistent with your business
needs. You understand that information technology systems contain vulnerabilities, that
cyber-criminals continually seek to identify and exploit such vulnerabilities, that you, not
we, manage your employees, and that no one can fully anticipate future events that might
improperly disclose, modify, render unavailable or otherwise adversely affect critical
information assets. You understand that in performing information security services on your
behalf, we cannot and do not warrant that results or final developments will be consistent
with any estimates or predictions we or you may make, or expectations that we or you may
have, because the ultimate outcome of our services is outside of and beyond our control.

Warranties of Client. Client warrants that it owns all right, title, and interest in and to, or
has full and sufficient right and authority to use in the manner contemplated by this
Agreement, any programming, materials, or data furnished by Client to Citadel in
connection with Citadel’s performance of its work.

Warranties of Citadel. Citadel warrants that {i) Citadel’s title to equipment it selis to Client
hereunder shall be free and clear of any liens and encumbrances; and (i1} Citadel has
sufficient right, title, and interest in and to any software it provides to Client under this
Agreement to provide same hereunder, subject to rights respecting programs, data, and
materials of third-party licensors.

WAIVER AND LIMITATIONS OF WARRANTIES. THE OBLIGATIONS OF CITADEL IN
PARAGRAPH 8(a) AND WARRANTIES OF CITADEL IN PARAGRAPH 11(b) ARE IN LIEU OF ALL
OTHER REPRESENTATIONS AND WARRANTIES, EXPRESS, IMPLIED OR STATUTORY,
INCLUDING, BUT NOT LIMITED TO, ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR
FITNESS FOR A PARTICULAR PURPOSE OR NON-INFRINGEMENT, ALL OF WHICH
WARRANTIES ARE WAIVED. EXCEPT AS SET FORTH IN PARAGRAPHS 8(a) AND 11(b), ALL
WORK UNDER THIS AGREEMENT IS PROVIDED "AS IS" AND "WHERE I$". WITHOUT
LIMITATION OF THE FOREGOING, CITADEL MAKES NO REPRESENTATION OR WARRANTY
AS TG THE ACCURACY, ADEQUACY OR COMPLETENESS OF ITS WORK. ALL CITADEL'S
WARRANTIES UNDER THIS AGREEMENT SHALL EXPIRE 180 DAYS AFTER PERFORMANCE OF
THE RELEVANT WORK BY CITADEL.
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EXCLUDED WARRANTIES. CITADEL DOES NOT MAKE ANY REPRESENTATION OR
WARRANTY AS TO ANY THIRD-PARTY SOFTWARE, HARDWARE, EQUIPMENT OR SUPPLIES
FURNISHED TO OR PROCURED FOR CLIENT.

EXCLUS!ON AND LIMITATION OF CERTAIN REMEDIES AND DAMAGES. IN NO EVENT SHALL
CITADEL BE LIABLE TO OR THROUGH CLIENT OR TO OR THROUGH ANY OF CLIENT'S
CLIENTS, CUSTOMERS, LICENSEES, LICENSORS, PARTNERS OR CO-VENTURERS OR ANY
THIRD PARTY FOR SPECIAL, COLLATERAL, INDIRECT, INCIDENTAL, CONSEQUENTIAL OR
PUNITIVE DAMAGES, NOR SHALL CITADEL BE LIABLE TO ANY OF CLIENT’S CLIENTS,
CUSTOMERS, LICENSEES, LICENSORS, PARTNERS, CO-VENTURERS OR OTHER THIRD PARTY
FOR ANY COMPENSATORY, DIRECT OR OTHER DAMAGES. ANY CLAIM OR POSSIBLE
CLAIM OF CLIENT WITH RESPECT TO THIS AGREEMENT SHALL EXPIRE ONE YEAR AFTER
THE WORK OR OCCURRENCE OF THE EVENT GIVING RISE TO SUCH CLAIM OR POSSIBLE
CLAIM.

LIMITATION ON LIABILITIES. IN NO EVENT SHALL CITADEL’S CUMULATIVE LIABILITY
EXCEED THE AMOUNT PAID BY CLIENT TO CITADEL IN CONNECT!ON WITH THE MATERIALS
OR SERVICES INVOLVED. THIS LIMIT ON LIABILITY SHALL APPLY, REGARDLESS OF
WHETHER THE BASIS FOR RECOVERY IS BREACH OF WARRANTY, BREACH OF CONTRACT,
INTENTIONAL OR NEGLIGENT TORT OR ANY OTHER CLAIM OR THEORY, OTHER THAN A
CRIMINAL ACT OF A CITADEL EMPLOYEE OR SUBCONTRACTOR.

CITADEL’S SUPPLIERS, SUBCONTRACTORS, ETC. THE WAIVERS AND EXCLUSION OF
WARRANTIES, EXCLUSION OF CERTAIN REMEDIES AND DAMAGES, AND LIMITATION OF
LIABILITIES SET FORTH IN THIS PARAGRAPH 11 EXTEND TO CITADEL AND ITS VENDORS,
SUPPLIERS, LICENSORS, LICENSEES, AGENTS, CONTRACTORS AND SUBCONTRACTORS
WITH THE SAME FORCE AND EFFECT AS IF SUCH PERSONS WERE EXPLICITLY NAMED
HEREIN WHERE REFERENCE HAS BEEN MADE TO CITADEL.

Force Majeure. Citadel shall not be liable to Client for any failure or delay caused by events
beyond Citadel’s reasonable control, including, without limitation, Client’s failure to furnish
necessary information; acts of God; sabotage; failure or delays in transportation or
communication; failures or substitutions of equipment; labor disputes; accidents; shortages
of labor, fuel, raw materials or equipment; or technical failures.

Hiring of Citadel Personnel.

No Hiring Without Prior Consent. Client acknowledges that Citadel provides a valuable
service by identifying and assigning personnel for Client’s work and that Client would
receive substantial additional value, and Citadel would be deprived of the benefits of its
work force, if Client were to hire Citadel’s personnel after they have been introduced to
Client by Citadel. Accordingly, without the prior written consent of Citadel, Client shall not
recruit or hire any personnel of Citadel who are or have been assigned to perform work
until two (2) years after the termination of this Agreement, including, without limitation,
any subcontractor or employee of Citadel or any subcontractor.
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Hiring Fee. In the event that Client hires any personnel of Citadel who are or have been
assigned to perform work for Client within two {2) years of the date of termination of this
Agreement, Client shall pay Citadel as liquidated damages an amount equal to $50,000. You
and we agree that the foregoing provision is governed by subdivision {b) of Section 1671 of
the California Civil Code and that such provision is reasonable under the circumstances
existing at the time this Agreement is being made.

Term and Termination.

Term. This Agreement shall commence on the date set forth above and continue for so
long as Citadel does work for Client, or through the completion of the deliverablesin a
statement of work, as applicable, unless sooner terminated by either party by giving three
(3) days’ written notice to the other party at any time without need to specify a reason for
termination.

Remaining Payments. Upon termination of this Agreement for any reason, in the event
that the “time and materials” payment method is selected in a statement of work, Client
shall pay the full amount of all outstanding invoices (together with all unbilled accrued fees,
expenses and other sums relating to the work) without setoff. Upon termination of this
Agreement for any reason, in the event that the fixed fee payment method is selected in a
statement of work, Citadel shall be entitled a pro rata payment for work in progress based
on the percentage of work then completed as reasonably determined by Citadel plus the
full amount of payment attributable to hardware, software, cabling, other materials already
furnished by Citadel or for which costs have been incurred by Citadel and all other out of
pocket costs and expenses of Citadel without setoff. All the foregoing payments referred to
in this clause (b) shall be made within five (5) business days of such termination.

Mediation and Arbitration.

Mediation. We believe that the best way to avoid disappointments and misunderstandings
is for there to be frequent and open communication between us. If a dispute arises out of
or relates to this Agreement, or the breach by either party thereof, and if the dispute
cannot be settled through negotiation or through small claims court, the parties agree first
to try in good faith to settle the dispute by mediation administered by the American
Arbitration Association (“Association”) under its Commercial Mediation Rules before
resorting to arbitration or litigation pursuant to paragraph 13(b). The mediation shall take
place in Los Angeles, California, at a place to be designated by the mediator. Mediator fees,
expenses and compensation shall be borne equally by the parties. The mediation shall be
treated as confidential settlement discussions in accordance with applicable statues and
rules of evidence. The parties will consult with each other in good faith to select a qualified
mediator within fifteen {15) days after a party notifies the others that a mediator under this
provision is requested. If no mediator shall be mutually approved within such fifteen {15)
day period, then the Association shall promptly appoint a qualified mediator with at least
five (5) years’ experience in comparable commercial transaction matters. The Association
and the parties shall use their best efforts so that the mediation shall take place within
thirty (30) days after the Association receives a request for mediation
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Arbitration. Except for seeking injunctive relief, temporary, preliminary or permanent, or
other equitable relief, and subject to paragraph 13(a) above, any claim or controversy
arising out of or relating to this Agreement that cannot be resolved by mediation shall be
determined by final and hinding arbitration held in the City of Los Angeles, California, upon
the initiation of any party by a written notice to the other parties demanding arbitration
and specifying the controversy or claims to be arbitrated. Any such controversy or claim
shall be fully and finally determined in accordance with the Commercial Arbitration Rules of
the Association before such arbitrator as the parties shall mutually agree upon. If the
parties are unable to agree upon the selection of an arbitrator, then either party may
request the Association to appoint such arbitrator. The arbitrator shall be selected no later
than twenty (20) days following notice from either party of its intention to seek arbitration
and shall convene the first hearing within twenty (20) days thereafter. The arbitrator shall
be instructed, and shall agree to his/her best efforts, to complete the arbitration and render
a decision within forty (40) days after the first hearing. The arbitrator shall be bound by
applicable law and the terms of this Agreement. The arbitrator’s fees shall be shared equally
by the parties, except as provided below.

Legal/Arbitration Costs. The prevailing party in any arbitration, action or other non-
mediation proceeding shall be entitled to payment of its costs and expenses, including, but
not limited to, reasonable attorneys’ fees and arbitration costs. The arbitration award shall
be enforceable in any court of competent jurisdiction.

Waiver of Rights. In agreeing to this mediation and arbitration procedure, Client and
Citadel are specifically giving up:

ALL RIGHTS TO HAVE A COURT OR JURY TRIAL; AND

ALL JUDICIAL RIGHTS, INCLUDING THE RIGHT TO APPEAL FROM THE DECISION OF THE
ARBITRATOR.

Miscellaneous

Governing Law and Venue. This Agreement shall be governed by the internal laws of the
State of California applicable to agreements entered into and wholly performed in
California. THE PARTIES, SUBJECT TO PARAGRAPH 14(d), (i) AGREE THAT ALL MEDIATIONS,
ARBITRATIONS, ACTIONS OR PROCEEDINGS RELATING TO THIS AGREEMENT SHALL TAKE
PLACE IN THE STATE OR FEDERAL COURTS IN THE CITY OF LOS ANGELES, CALIFORNIA, (ii)
CONSENT TO THE JURISDICTION OF SUCH COURTS AND (iii) IRREVOCABLY WAIVE ANY
OBJECTIONS THAT THEY MAY HAVE BASED UPON IMPROPER VENUE OR INCONVENIENT
FORUM.

Independent Contractor. The parties are independent contractors to one another, and
nothing herein in this Agreement shall create an agency, partnership or joint venture
hetween the parties, or establish the reiationship of employer and employee.

Notices. All notices required or permitted hereunder shall be given in writing addressed to
the respective parties as set forth herein, unless another address shall have been
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designated, and shall be delivered by hand or registered or certified mail, postage prepaid
or overnight courier or by facsimile in accordance with the addresses and facsimile numbers
set forth herein or changed by notice hereunder.

Equitable Relief. Each party agrees that the other party shall be entitled to temporary and
permanent injunctive relief, specific performance and other equitable relief for any breach
or threatened breach of paragraphs 10 and 12 above, without the necessity of proving
actual damages and without limitation of other remedies at law or in contract or otherwise.
Each party agrees that a monetary remedy for any breach or threatened breach of such
provisions would be inadequate, and impracticable and extremely difficult to prove, and
that such breach or threatened breach would cause the other parties irrevocable harm.

Entire Agreement. This Agreement, together with all attachments, including any
Statements of Work, constitutes the entire agreement of the parties and supersedes all
prior representations, client engagement agreements, proposals, discussions, and
communications, whether oral or in writing. This Agreement may be maodified only in
writing.

Taxes. In addition to any payments due to Citadel from Client under this Agreement, Client
is responsible for the payment, when due to immediately upon request for reimbursement,
of all domestic and foreign, federal, state, local, municipal or other excise, sales, use, value-
added, import or export, property and other taxes, tariffs or duties (other than taxes based
upon Citadel’s net income}, however designated, which are levied or based upon this
Agreement or products or services acquired by Client under this Agreement, as well as any
costs associated with the collection or withholding of such taxes or duties. If a resale
certificate or other certificate or document of exemption is required to exempt the
transactions described in this Agreement from sales or use tax liability, Client will furnish
Citadel with such certificate or document prior to shipment or distribution.

Severability, Counterparts, Waiver, Parties in Interest, Survival. If any provision of this
Agreement is determined to be invalid or unenforceable, the remaining provisions shall be
unaffected and shall be enforced to the fullest extent permissible under applicable law.
This Agreement may be executed in identical counterparts, each of which shall be an
original, but all of which together shall constitute one and the same Agreement. No
amendment or waiver of any provision of this Agreement shall be effective, unless it is in
writing and signed by the parties hereto, and then such waiver or consent shall be effective
only in the specific instance for which given. The failure of any party to insist upon
performance of any of the terms of this Agreement shall not be construed as a waiver of
any rights granted hereunder or any such term, covenant or condition. This Agreement
shall bind and inure to the benefit of the parties of their respective permitted successors
and assigns. Neither party shali assign all or any part of this Agreement without the prior
written consent of the other party, except that Citadel may assign this Agreement to an
affiliate which agrees in writing to be bound thereby and a party may assign this Agreement
to an entity which acquires all or substantially all the assets of such party or to the survivor
of a merger involving such party if the acquiring or surviving entity (as applicable) is legally
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bound by this Agreement. The provisions of paragraphs 6 and 9-14 and those provisions
which by their nature survive termination or expiration of an agreement shall survive the
termination or expiration of this Agreement.

¥ ok % %

Please feel free to discuss any of the above-stated terms with us. Otherwise, please indicate
your approval and agreement to the terms of our engagement by executing this letter,
including initialing each page, and returning it to me, whereupon it shall be a binding
agreement between Citadel and you.

Thank you for selecting us to assist you in securing your critical information assets. We look
forward to a long lasting and mutually beneficial relationship.

Very truly yours,

Citadel Information Group, Inc.
’ § ‘4‘

-
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£ {

By:

Kimberly A. Pease
Vice President

AGREED AND ACCEPTED AS OF THE DATE BELOW

City of Palos Verdes Estates, a (Ca\\ Lo oo O Corporation [}3{\ mouc,pa \-\'\'7
(state) (entity)

— o —— \
By: CJC\N(\L’E A TaXtan D

Name: \'_.(“‘\{‘(‘\'\\{.r ey TeXru

Title: Tordecion Cidy Manaagr

Date: Se ?‘\'e.t\'\\r\ot' 16, nO\Q



