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CITADEL

INFORMATION GROUP, INC,

LIMITED-USE LICENSE AGREEMENT

This Agreement is made and entered into this & day of Qctcber2019 by and between Citadel
Information Group, Inc. [Citadel] located in Los Angeles, CA, C iy of Blos\erdes, E<Y. [Client]

located in _RalosNetdes Eodes CA and ' [/T Vendor] located

in
WITNESSETH:

WHEREAS,

1. Citadel provides information security management and technical services, and

2. Citadel has developed proprietary information which it licenses to clients while maintaining
its proprietary interests in said information, and

3. Among such proprietary information are Information Security Policies and Standards which
Citadel makes available under license to clients, and

4. Client has licensed Citadel’s Information Security Policies and Standards from Citadel, and

5. Said license agreement requires Client to obtain written approval from Citadel in order to
share Citadel’s Information Security Policies and Standards with a 3rd-party, and

6. Client has engaged IT Vendor to assist it implement Section 7 of Citadel’s Information
Security Policies and Standards, and

7. Client now desires to share Section 7 of Citadel’s Information Security Policies and Standards

[Section 7] with IT Vendor so it may implement Section 7

NOW, THEREFORE, the parties hereto hereby agree as follows:

1.

Citadel authorizes Client to share one (1) electronic copy of Section 7 of Citadel’s
Information Security Policies and Standards with IT Vendor.

Citadel grants to IT-Vendor a limited-use license to Section 7. This limited-use license
authorizes /T-Vendor to use Section 7 in support of its work for Client and only in support of
its work for Client.

IT Vendor acknowledges that Section 7 is a proprietary confidential trade secret belonging
to Citadel. IT Vendor agrees that Section 7 remains Citadel’s exclusive property,
notwithstanding that Citadel has authorized Client to share Section 7 with IT Vendor.

IT Vendor agrees it will not duplicate, distribute, nor cause to be duplicated or distributed,
Section 7, whether in paper, electronic, or other form, without the prior written approval of
the owning party.
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IT Vendor agrees to hold in confidence Section 7. IT Vendor agrees to take all commercially
reasonable measures to protect the secrecy of and avoid disclosure or use of Section 7 in
order to prevent it from falling into the public domain or into the possession of possible
competitors.

Except as required by law, /T Vendor will not disclose Section 7 to any third parties except
those directors, officers, employees, consultants, advisors, strategic associates sub-
contractors, affiliates, and agents (1) required to have the information in order to carry out
the discussions of the contemplated or actual strategic or client relationship and (2) with
whom a non-disclosure Agreement is in place binding them to the terms of this Agreement.

IT Vendor acknowledges that the limited-use license being granted by Citadel to IT Vendor
allows IT Vendor to use Section 7 only in support of IT Vendor’s providing services to Client.
IT Vendor explicitly acknowledges that this limited-use license specifically prohibits it from
using Section 7 in support of other clients of /7 Vendor or in managing security of its own IT
infrastructure.

Other Agreements

a. This Agreement shall be governed by, and construed in accordance with the laws,
except the choice of law provisions, of the State of California.

h. Failure to enforce any provision of this Agreement shall not constitute a waiver of any
term hereof.

¢. No amendmaent or modification of this Agreement shall be valid or binding on the
parties unless in writing and signed on behalf of all parties.

d. This Agreement constitutes the entire understanding between the parties hereto and
supersedes ali previous communications, representations and understandings with
respect to the subject matter contained herein.
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IN WITNESS WHEREOF, the parties hereto have duly executed this Agreement as of the date

first appearing above.

Client IT Vendor

(Signature)

(Signature)
Caralbynn Petea
(Print Name) (Print Name)
C vy of Balns Nedes F‘":\‘c\‘\f@,i CA
: (Company) (Company)
OcAcher &, 20O\R
(Date) (Date)

Citadel Information Group

(Signature)

(Print Name)

(Company)

(Date)

www.citadel-information.com

2060 Hercules Drive
Los Angeles, CA 90046

Tel:
Fax:

323.876.1441
323.876.7794



CITADEL

INFORMATION GROUP, [NC,

Statement of Work
Date: July 8, 2019

Prepared for:  Ms. Carolynn Petru
City of Palos Verdes Estates

Project Name: IT Security Management Assessment

The IT Security Management Challenge

City of Palos Verdes Estates {CPVE) information
systems contain sensitive operational, business and
personal information of the company, its staff,
customers and others. The information is under
attack from cybercriminals and others. It is also at
risk from natural disasters, like earthquakes.

It’s not good enough to go te your
CiO and say “are we good 10 go.”
You've got to be able to ask

- guestions and understand the

CPVE could suffer considerable harm should this
sensitive information be misused or become
unavailable.

1. Direct Monetary Losses
Direct Incident Recovery Costs
Lost Productivity Costs
Breach Disclosure Costs
Legal & Attorney Costs, including Investigations & Fines
Loss of Brand Value
Loss of Competitive Advantage

N wn

Consequently, the security of CPVE’s sensitive and critical information must be effectively
managed to safeguard its confidentiality, integrity and availability. Nowhere is this more
important than in the security management of the IT infrastructure.

As Citadel has extensive experience working with organizations like CPVE, CPVE has asked

Citadel to assist it assess the security management of the IT network. This Statement of Work
responds to this request.

Assessment Objectives

2060 Hercules Drive Tel: 323.876.1441
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The IT Security Management Assessment described here is designed to

1. Identify and document risk-based information security management weaknesses in the
management of the IT network

2. ldentify and document current security vulnerabilities in CPVE's IT network, prioritized
by the criticality of vulnerzhilities

3. Provide CPVE with prioritized specific IT security management recommendations for
improving the security of CPVE's information

4. Support aligning IT management with the organization’s information security needs

Assessment Elements: What We Do / What You Get

Network Security Management Review: Citadel will meet with CPVE’s IT management to

1. ldentify and document IT management’s general information security management
practices

2. Document any gaps between IT management’s information security management
practices and the standards in our Information Security Policies and Standards (Referred
to as Section 7) !

3. Support evolution of an information security culture in IT based on foermal information
security management standards

Point-in-Time Security Internal and External Vulnerability Review of the IT Network
Infrastructure: Citadel will conduct a vulnerability scan of CPVE’s internal IT network at one
location [or at multiple locations provided all locations are ‘addressable’ from a single location].
We will also conduct an external vulnerability scan of up to 5 external IP addresses. We will
incorporate the results into our Findings and Recommendations, 23

1 Citadel’s Information Security Management Policies and Standards are based upon industry standard frameworks
such as the {SC 27000 family, the National Institute of Standards Information Security Management Framework,
the Center for Internet Security’s 20 controls, the Payment Card Industry’s Data Security Standard, as well as
HIPAA HITECH, GLB and other applicable Federal and State laws and regulations.

2 From the perspective of keeping the IT infrastructure up-and-running IT departments have historically had no
strong security impetus to keep systems patched. More often, patches were implemented due to operational
concerns. When looked at from the information security perspective, however, the situation changes dramatically.
Modern cyber-attacks most often work by exploiting software vulnerabilities, These attacks are blocked by
patching the software to correct the vulnerabilities. That's why, in an ongoing study of 35 strategies for blocking
cyberattacks, the Australian Ministry of Defense has repeatediy found rigorous vuinerability management and

patching to be either the 1% or 2™ most effective IT strategy to prevent intrusion, See, e.g.,
hitp://asd.gov.au/publications/Mitigation Strategies 2014.pdf.

% Citadel uses the Nessus Vulnerability Scanner by Tenable for our vulnerability scanning. The Nessus scanner is
designed to assess against the entire national vulnerability database known as the Common Vulnerabilities and
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Review Findings & Recommendations with Executive and IT Management: Citadel will meet
with senior executives and, at management’s discretion, IT management to review the results
of our security management review and vulnerability review of the IT network, including
prioritized recommendations for improvement.

Optional Security Management Services

Information Security Awareness Training: Citadel will conduct a story-filled 100-minute
Information Security Awareness Training workshop with management and staff. We will
conduct one in-person class for up to 25 staff and will provide CPVE a video recording of the
class for its use in additional training. In addition to a hard copy of the presentation, attendees
will receive Information Security Guiding Principles, a Password Guide and a Certificate of
Completion.

Phishing Defense Training: Citadel will provide Phishing Defense Training to users with a
simulated phishing attack. We craft an email designed to encourage the recipient to click on an
embedded link. Staff who click on the link in the email are taken to the “landing page” where
they receive additional phishing defense training. Management gets a report identifying all staff
who clicked on the link as well as the percentage of staff who clicked on the link. We also
prepare a memo for management to send to staff following the training as an additional
culture-building reminder that users have to be very wary of emails.

Schedule

Following signing of this Statement of Work, we will schedule a Project Kick-Off Meeting with
key project personnel in both our firms. We would hope to schedule the Kick-Off Meeting
within 2 weeks of signing the Statement of Work.

The actual schedule will depend largely on everyone’s availability.

Project Management and Coordination

Parther-in-charge: ..o cceecceenre s irnessnrenens David Lam
Project Manager: e vssscreenenns David Lam
CPVE: 1ot tsreececenecrarenenenens TBD

Exposures (CVE} maintained by the MITRE Corporation, a Federally Chartered R&D Center. In addition, the Nessus
Scanner includes plug-ins for several other information security management technical standards such as the
Center for Internet Security’s 20 controls and the Payment Card Industry’s Data Security Standard.
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Project Price

Citadel offers the above services at the fixed price:

Network Security Management REVIEW ........cvvvvervniiisinnrnnnnnnn 5 7,000
Vulnerability Review of the IT NEWOIK ....vceccecevceerrereennnn 53,500
Review Findings & Recommendations......cvaiiincsiseessennnnincluded

Citadel’s combined fixed price for the Network Security Management Review, Vulnerability
Review of the IT Network, and Review of Findings & Recommendations is $10,500.

As a professional courtesy, we are waiving the total price of 510,500 and will provide the
ixed price engagement at no cost.

Optional Security Management Services

Information Security Awareness Training, with video................. 5975 for 1 class of 25
$500 each additional class

Phishing Defense TraittingG. o cecerveevercvirserseressesesessesossssssssens 5975 for 1 template sent to
100 staff
5250 for 2"-template
$150 per additional template
S$150 for 150 additional staff

Additional Services

We are happy to provide additional information security management services, not included in
this project, should you desire. We will bill such work on a Time and Materials basis at our
current rates.

Current Partner rates are:

Partner ...ccecerreiemrerecmcnccnereaecnens Current Rate

Stan Stahl, Ph.D...oooereeeeveceeeinen, $400 per hour
David Lam, CISSP, CPP...vovveerne $350 per hour
Kimberly Pease, CISSP................... $350 per hour

Rates for other Citadel information security staff range from $225 - $400 per hour.
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Project Extension

During the Network Security Management Review or the Vulnerability Review of the IT Network
Infrastructure, we typically find critical weaknesses requiring immediate action. Citadel support
to correct any such weaknesses is outside the scope of the Getting Started Project. We are
happy to provide support in remediating these weaknesses upon email approval. Upon such
approval, we will provide remediation support at the above Time and Materials rates, billing
you monthly for our services.

The Getting Started Project concludes with the Next Steps Meeting with Executive Leadership.
As a service to our clients, we are happy to continue providing information security
management services beyond the caonclusion of the Getting Started Project simply with email
approval. Upon such approval, we will continue to provide information security management
services at the above Time and Materials rates, billing you monthly for our services.

Payment Terms

We request an initial payment of 50% the time we schedule the kick-off meeting.

A second payment of 50% plus Project Management expenses is due and payable when we
meet with the Senior Management to review findings and recommendations.

For additional information security management services, we will invoice you monthly for hours
billed in the previous month. Invoices are due upon receipt.

Other Terms and Conditions

The above price does not include parking, travel or other related expenses.

We expect clients to pay for parking. We reserve the right to bill travel by car at current IRS
rates. We do not anticipate any other travel or incidental expenses, except as indicated below.
Should any be required we will coordinate this with you ahead of time. We will bill you
separately far any such costs.

Citadel’s obligation to accept this Statement of Work at the terms described herein expires 30
days after the date of this Statement of Work.
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City of Palos Verdes Estates

Approval to Proceed

Please indicate your approval to proceed by checking the appropriate box and signing below,
returning a copy to Citadel Information Group.

You may mail this to our address:
Citadel Information Group
2060 Hercules Drive
Los Angeles, CA 90046

To expedite commencing work on this project, you may fax the signed statement of work to
323.876.7794 or email it to stan@citadel-information.com.

By: _ConeC vrncn, T aXrou D o i ) W
\Y No cJ\:"t\c,\mx\ service

a¥r this Twne.

Name: _C acol WIS Yeirow

Thank you!

Title: Trdterion C ﬁ\l_l \V\mho\g'\f‘\’”

Date: e t\)‘\'ehﬁher \3. 20\



